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* Learn X in Y minutes — X = Bash:
https://learnxinyminutes.com/docs/zh—tw/bash-tw/

 Learn X in Y minutes — X = Vim:
https://learnxinyminutes.com/docs/zh—cn/vim-cn/

 “Unix Guide with Vi Tutorial” by Professor Pai H. Chou
(http://m105.nthu.edu.tw/~s105062901/Myweb/teaching/pdf/unix.pdf)
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What is a Computer (1/2)

user app.
daemons

CLI
sequencing

Hardware
Scheduler
Memory
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What is a Computer (2/2)

« EMIKARMECHAIEE
« kernel: /0y
« shell: 3%
- application: B+ ~ ZEZEEY)
» shell = command interpreter = user interface
« shell KiE_ Lo mtE
« GUI (graphical user interface, EfZ{C{EHZETHE): Windows Ul ...

« CUI (character user interface, XFEEBEFTHE): sh, bash, csh, tcsh,
ksh, zsh ...
AN AN

 a.k.a. CLI (command-line interface, &s <1771 H)
* bash: Bourne—AgainSHell
1. &=EH
2. e.g. Terminal.app in OS X, Cygwin.exe, MobaXterm in Windows
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Shell BIIHEE

» User EETE terminal

USER Input ‘
(& cmd, Cygwin !
term I Nna l ) J:%A'j]\ EI:E % SHELL (cshell, K Shell, Borne Shell)
(commands) » Shell &
2 E 0 W{E45 kernel Kernel

kernel BBE&E)) hardware °

Hardware
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Shells on different Systems

bash

PuTTY | Cygwin shell

graphical shell (Windows Ul)

OS (Widows)

Computer (Intel x86 ISA),
Keyboard, display, mouse..

Windows PC

Unix-style commands:
Is, myv, cp, wc, who, ...

_

Mac OS X Computer

Terminal.app, iTerm.app, XTerm

text shell (bash, tcsh, ...)

graphical shell (Aqua Ul)

OS (Unix)

Computer (Intel x86 ISA),
Keyboard, display, mouse..

Unix-style commands:
Is, mv, cp, wc, who, ...

Source: Prof. Pai H. Chou
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What can | do in a Shell?

« BAnE NASM: date

 FHEZER (file listing): 1

- E¥fE %_\Z}Fj A #:%E B (renamlng, move Ato B): mv A B

- HEALRRBERK (change directory): cd

- AlIZEERIK (make directory): mkdir

- MIFRERIK (remove directory): rmdir

- MIBFIEZR (remove): r

« B— Tlﬁld‘amE’Jtlmestamp GLEIEEE > BIgIE—EZ=RMEE: touch

- #mEE (edit files with a text editor): vi, vim, emacs, nano..

. 455= ~ 205 (compile, assemble files): cc, g++, as, lcs..

- B 2 (run programs): ./a.exe, ./a.out..

« T ANEAM server (secure shell): ssh

v EAEEE<HEENERASUE (manual) @ man

 BEIREREABRES—EEZREIR (concatenate): cat >>
- BIEENDEREER (BRERLEER) cat filename
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What is a Command?

HEZE#ITHE (&£ /bin/, /sbin/, /usr/bin/, /usr/local/bin/ .. #%)
« }&3\ : verb. [obj.] [-attribute 1 obj 1] [-attribute 2 obj 2] [-attribute 3] ..

- PIERAREERANAENENER » 208 usage message:
https: //en wikipedia.org/wiki/Usage_message

- MIINERBEAR - —EEXFR(EERIER) > & -- N—EFE (REIR) -

> 1s # List files

> 1s -a # List files all(including hidden files)
> 1s abc/ # List files 1in abc/

> 1s -a abc/

> vim abc.cpp

- # FH vim FIRL—1ENY# abc.cpp HIKESR & B FZTE
> vim -b a.exe # open binary files with vim
> g++ abc.cpp

> # compile a file called abc.cpp with g++

> # output file default name = a.exe or a.out

> ./a.out # BiTHRER EEIIELD
> g++ abc.cpp -0 abc.exe # specify output file name
- ./abc.exe # BiTHRER EERIFELD

2017/4/1 Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.
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SMENEANSEEEE) |

1. IBETHEMEWNTE  MEXEN  HERRRIEEZE PATH FifaEN
—3 folder T » 540 1s @HFE /bin/ TBY 1s $THE » FRIAFT 1s H
BEEHIT /bin/ls EXTE

2. 1£ Linux £ > FFMREAREZERK (Windows BIZ R FI4R)

» e.g., abc/, mycodes/

3. . 8 ./ RRETHEERR
4. .. 5 ../ KRRETFATEERRN E—ZERIR
5. ~ 8 ~/ K MEAEL RBH (—FIFH terminal FREMIEBERIRK)
6. / HIENBTkE (&4, BB (e.g., /bin/, /src/, /usr/bin/, etc.)
7. . HENERBESEBERR » A 1s -a 7H57FE

» e.g. .bashrc, .vimrc, .ssh/, etc.
8. * REZBRK T 2L RATHIT

9. 1% tab FIABENTERIES
10. % T A B BNES

M ctrl + L SBBER (T clear 159
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BHENERI(EZEE) |

N —

o 01 kW

o N

10.

T history 15 AEFAIAEANIES
history FI—LEFR% : https://blog.gtwang.org/linux/mastering—linux—
command-line-history/

44 = :
ctrl + ¢ FEMEATTHIEL Slightenes] 02:17 -
% {say, think} ion 3.03, (<) 1999
Ctrl + d = |I:|:I| E:ggZ?chw;:y [\-lzzz;;::wy] [—h]c%-i eyelgn)lé—gozzz‘fa‘ile]

otrl + d ‘&%1‘%%?% (WindOWS —FZEE otrl + Z) [-1] [-n] [-T tongue] [-W wrapcolumn] [message]
WE # 2 root B prompt: % 3 $ 2FRZE prompt °

prompt FLEES *}WR MREEEEITFIE NER -

# mﬁ% ﬂﬁl IL;\ ’ E'}[\;IEE;Iﬁq:

BE—EESI -h S --help AIFERIEHIAE - FIRIEE cowsay iE
B BEEZERAMF] cowsay -h

man BE—EIE<TEEEIETENIXYE >

man cowsay (KTEIEEAIIL - &% q BIBERHSXUF)

BE—EESI -v 8 --version AIEEEES(FER)AIRA » FIR0AEE0E
ruby BIRRZASELF] ruby -v

Slighten 02:23 ~

$ ruby -v
ruby 2.4.0p0 (2016-12-24 revision 57164) [x86_64-darwinl6]

Copyright © 2017 CS6135 VLSIPDA. Per required for reproduction or display.
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BEHENERI(EZEEH)

2017/41

WNR{RZE superuser (Rﬁﬁﬁﬂl root administrator 2 supervisor) » {RHL A AR
SENRAEIEMIRE - ERE AR user » AMRMLZ restricted » N EMMB R
#BEEED - FIRIMIER 1s ERREZERFAIZIVAVRIE - —A{FRE AN

LA Tsudo + 3521 > #ZEM superuser Hp#ITE[IES - BITENE > B
RIRE—RMERAEIRAE root 4 » BPMLERIABIT

. su - 3 sudo su - BILAIEB &R superuser » EAFEE root 2515 -

su vs. su -: http://unix.stackexchange.com/questions/7013/why—-do-we-use-su—and—not—
just-su

su vs. sudo su: http://askubuntu.com/questions/620936/difference—between—su—-and-
sudo-su

Superuser FJAZE® yum (CentOS, RedHat, ...), apt-get (Ubuntu), wget

(normal Linux), 2 brew (MacOS) ZREIEEMH (£ ~ BIR...)

HIE07E MacOS 483 astyle » 7 brew install astyle
(L3 Homebrew: https://brew.sh/index_zh—tw.html)
CentOS E#8%E perl s B yum install perl

Superuser P]I3EA adduser FHKAIE(FRHZE > passwd S Z{ERAE RS

adduser Slighten
passwd Slighten

Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.
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Basic Shell Commands

% is a prompt (ARE{R¥] %), # means comment

2017/41

%
%

3R 3R ¥ R ¥ ¥ ¥ X® X X X X X

1s

1s -al

cd dirname

cd ..

cd -

cd

cd ~

mkdir dirname
pwd

more filename
cat filename
cat a >> b
diff A B

man 1s

man man

#

H O OH OB OH OH OH OH OB OH OB R B R

List files

List files all, Long
change directory

go up one level (_E7)
go to last place ((£F—H)
go to home directory

go to home directory
make a directory

print working directory
Look at a file

dump file content
append a’s content to b
compare 2 files A, B
see manual of Ls

see manual of man

Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display. 'l 4



More Shell Commands

*% mv oldname newname

# rename a file as newname,

# or "moving" it to another Location
*% cp filel file2

# copy filel, call new one file2, or

# copy file of same name to new Loc

*% rm filename # remove a file
% rmdir dir # remove directory
e But the directory must be empty
*% rm -rf dir # recursively, force
*% rm —-pf * # delete all things in cur. dir.

* (Recall: * fURZE MK T 2 ERAIE R EE RIK)

2017/4/1 Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display. 1 5



A Routine to Write a Program (1/5)

o %FIF Terminal.app (0SX) 8§ Cygwin.exe (Windows)
PO 8% : SRIERIRK » RBREANZEREERHT » WaEsl8x o WITE

FERHATIE

% is a prompt (FAEE{RIT %), # means comment

* %
* %
* %
° %
* %
* %
* %

2017/41

pwd

1s

mkdir mycodes
cd mycodes
mkdir hwl

cd hwl

pwd

# BAMFIEE R ERE

# BATMEEBERRE FHNERKRETESR

# BIEE—EIUM mycodes RYEERLZE

#t EAE

# 7t mycodes TPRIZE—EIEH hwl RIERLIHR
# EAE

#

AR IRTE

Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.
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Last login: Mon Aug 8 21:21:41 on ttys000

Slighten@SlightenCheng 23:42
Applications MEGAsync

Creative Cloud Files Movies

Desktop Music

Documents OneDrive

Downloads Pictures

G1tHub Public

Library Qt5.5.1_Android_10S

Slighten@S1lightenCheng 23:43
Slighten@SlightenCheng 23:43
Slighten@SlightenCheng tt 23:43
Slighten@SlightenCheng 1sh 23:44

Slighten@SlightenCheng 23:44
/Users/Slighten/mycode/hwl

Slighten@SlightenCheng t: 23:48

~$ 1s
StepMania-5.0.10
VirtualBox VMs
codes

doc

eclipse
inittab.txt

~ $ mkdir mycode

~ $ cd mycode/

~/mycode $ mkdir hwl
~/mycode $ cd hwl

~/mycode/hwl $ pwd

~/mycode/hwl $

Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.



A Routine to Write a Program (3/5)

¥ Ctrl + L BEWBZE (3 % clear)

*% vim main.cpp
«# A vim FARN—EHEZ > &0 main.cpp
« £ vim ITHFFEINEE (vim RUIRIEEAEEIR)
« 788 > BEF vim (zz) > ©@% Terminal.app
« # EEbp o] DUFRAEMAE X FiRiEa: iR EE
« # U Sublime Text B code 2R main.cpp FEia{EZE IR

% g++ main.cpp
e # FH g++ 4REEZZ4REE main.cpp > default B4 a.out
*% ./a.out # MITREAEER

2017/41
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Slighten@S1lightenCheng 23:48 ~/mycode/hwl $ vim main.cpp

Slighten@S1lightenCheng 23:58 ~/mycode/hwl $

® ¢+ main.cpp (~/mycode/hw1) - VIM
#include <iostream>
using namespace std;

int main(){
cout << "Hello World!\n";
return 0;

1
2
3
4
5
6
I4
8




O

@ C ~/mycode/hw1 — ~/mycode/hw1— -bash — bash — Pro — ttys000 — 80x24 — 881

Slighten@S1lightenCheng basl :48 ~/mycode/hwl $ vim main.cpp

Slighten@S11ight

tenCheng :58 ~/mycode/hwl $ g++ main.cpp

Slighten@SlightenCheng tt :03 ~/mycode/hwl $ ./a.out

Hello World!

Slighten@Slig

~/mycode/hwl $

Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.




*Cygwin
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What is Cygwin

e Linux-like (Unix-like) environment for Windows making it
possible to port software running on POSIX systems (such
as Linux, BSD, and Unix systems) to Windows.

- BB AR ETE Windows Y Linux #E5E28 o

« FFA R A Windows I

& A > Mac OS FE

177

Terminal.app &t

22



What is Linux (1/2)

» Linux E—&H HAFANRIEIHRIZAUNIXTEE R -

« BRA82REE » l0sE Linux RETEEZZAZOARE -

 Linux ¥ 2Eaxxir H=i5E

x86 ZRIBRYMEAE

5 s A9 —1E B

ERRH -

* HAU Linux E4&ERISIEEE ZRYE

ERIfEERD -
« Bx|RAVAT 10 B iBAKE

(KLt

Source: wiki

2 =mEEL AT

AT TROER R ERLInUXIZIOEIEE R -




What is Linux (2/2)

e Linux m%ﬁﬁﬁﬁﬁﬁﬁi\ﬁ%%t a0F#% (Mobile Phone) ~ FHREEHE
(Tablet) ~ #H23 (Router) ~ &8 (TV) MEFHEILS - H1TEIE
B FEZERAMANdroidFE R AR IR Linux bz E -

« Linux #%F] B EEE A BRI EARESERAR Linux E4 » —ERITRIER
Linux 22f0hk » B%E Debian (REFTERMZ Ubuntu ~ Linux Mint)
Fedora (REBRBERRARed Hat Enterprise Linux ~ CentOS) I
openSUSE Z -

 Linux EH8E Linux ZOFIZIEZONEREZENE » BEEFEAR=R
PUm B S HEKRNERER -

« FAAZEERNLINXEGHBESS X Window f1—EBENEEIRE - 1
GNOME 8§ KDE » £ Linux fEZEZ%AF AN [EFRTEZ » B3FF Firefox 4
B 2828 ~ LibreOffice P/ AEREE ~ GIMP BIREIETAZE -

‘211

Source: wiki
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Unix Genealogy Tree

2017/4/1

1970 1980 1990 2000 2010 Time o
—| FreeBSD 9.1 |
BSD famlly _>I NetBSD 6.0.1 I
I—>| OpenBSD 5.3 |
| BSD (Berkeley Software Distribution) 4.4 |
Billjoy |l sunos 214 ]
Darviin AT T ET TR TR AR TR

v Mac os X 10.8.4

————{ Xenix 0S | Apple
Microsoft/SCO

GNU/Hurd K16

Richard Staliman .-:l GNU/Linux 3.109

""""""""" Dr"inix E Linus Torvalds 3.2.1 .
Andrew S. Tanenbaum o

Research UNIX 105 |
Bell Labs: Ken Thompson, I ) I
Dennis Ritchie, et al. Commercial UNIX ,
AT&T Univel/SCO
Solaris 111111 |

Sun Microsystems
IBM N I

SGI

System Il & V family

Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.
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2017/41

» Download: https://cygwin.com/install.html

Demo: Install Cygwin (1/4)

- BERAGE 32 it (x86) & 64 {iIJT (x86_64) (FAIE
BEANS)

o T e T ee v _— =

* Cygwin Setup - Choose Installation Directory

« ZLRH setup—x86.exe (setup-x86_64.exe) &t » T—#

Select Root Install Directory

Root Directory

Install For

() All Users (RECOMMENDED)

Cygwan will be available to all users of
the system. NOTE: This is required if

you wish to run services like sshd, etc.
O Just Me

Cygwan will only be available to the
current user. Only select this if you lack
Admin. privileges or you have specific
needs.

Select the directory where you want to install Cygwin. Also choose a few
installation parameters.

Default Text File Type

() Unix / binary (RECOMMENDED)

No line transiation done: all files opened

in binary mode. Files on disk will have
LF line endings.

O DOS / text
Line endings will be translated from unix

[LF) to DOS [CR-LF) on write and vice
versa on read.

Read more about file modes .

(L]
=
JE3N

/

C

(t—5®] F=5w0-] |

Lt

]

Copyright © 2017 CS6135 VLSIPDA. Permissi

ion required for

reproduction or display.
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Demo: Install Cygwin (2/4)

- BEEERE—E TREHNRR (T2 edu  HERRIZE)

——m - s Yy —— O = s ————— -

* Cygwin Setup - Choose Download Site(s) . .D] 'X!

Choose A Download Site
Choose a site from this list, or add your own sites to the list C

Avadable Download Sites:

ftp:/Zftp.u-aizu ac.jp ~
ftp:ZZring. nict. go.jp

ftp: /Zing. astem. o jp

ftp://ftp.kaist ac.kr

ftp:/7ftp.kreonet.re kr

http://mirror, lums. edu. pk

ftp:/Zftp.chg.ru

ftp:/Zftp.mipt.ru

ftpc /7o ntu.edu. tw
ftp:/7ftp.cse.yzu edu.tw
hitp://ftp.cse yzu.edu.tw

ftp: ZZftp. linux kiev.ua v

L2000 i 20 oo —

User URL: ‘ | Add l

<t—#®)| (T-#W>| [ =H |

2017/4/1 Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.
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Demo: Install Cygwin (3/4)

- 7£ Cygwin EESLRE - EfMIAMFSEEGNER -

= Cygwin Setup - Select Packages El@”zl
~ Select Packages C

Select packages to install
Okeep Oﬂv@\o D Category
New “~—__B—TS. Soe Package

Category  Current
) ATl &y Defoult

[@ Accessibility £y Default
@ Admin £ Unmstall
@ Archive £ Install

@ Audio £ Uninstall
[ Base & Install
Database & Unmnstall
@ Devel & Install

B Doc & Defoult

@ Editors £ Install

@ Games & Uninstall
@ Gnome £ Unmstall
@ Grephics £ Uninstall
Interpreters & Install
@ KDE &y Unmstall

@ Libs & Install

@ Mail & Default

@ Math & Default

B Mingw & Install

@ Net & Install

@ Perl & Unmstall

@ Publishing £ Uninstall
@ Python & Unmstall
@ Security £ Unmstall
Shells & Default

B System £ Install

@ Text & Unmstall

@ Utils £y Install

@ Web £ Unmstall

@ X11 & Uninstall

<
[V] Hide obsolete packages

v

(2] Zu:) w8

2017/4/1 Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.



Demo: Install Cygwin (4/4)

* Minimally, it is recommended that you install

« #meEzs - g++ (gcc—c++) (gece: GNU Compiler Collection).
« — Develop > clang: C/C++/0bjC Compiler frontend based on LLVM
« — Develop > gcc—g++: GNU Compiler Collection (C++)
« — Develop > gdb: The GNU Debugger
« — Develop > mingw—gcc—g++: GNU Compiler Collection (C++)
* make
« — Develop > make: The GNU version of the ‘make’ utility
« A FAREEES © vim (vi-improved text editor).
« — Editors > vim: Vi IMproved — enhanced vi editor

RBHEMARE s BEGEEGAIMNZREMRAZERERE A&

* e.g., python, java, nano, emacs 5=
2017/4/1 Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or displa
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Text Editors in Unix

o Linux EBEDAT45EE AVAE X FiRiEas

* VI: (command-line)
- AW F4REEES (plain text editor), available in most CLI
. http'//docs freebsd.org/44doc/usd/12.vi/paper.pdf

*Vim: BiEiaE 5 (syntax highlighting)

« Emacs: (command-line; also windows)
« powerful programmable text editor

* NaNo

« B Linux R2AA(MILER)RE GUI (BI{ELL) » FIAKRZE
ANERTE terminal E{ER Vim 4REB{ERIXFIE -

« CentOS EAAEH gedit &8 GUI 4 F4REE2S

31



VI: Modal Editor

« Modal i "BV (mode) 191 » B EIEARRE mode LI
* 1% Caps Lock (KE vs /\E), Insert
« Vim B 2 & modes
1. <&z (Command mode) # IE<ERIFIE

- —BHREZR default FIIET

 keys interpreted as commands

« move cursor, delete, copy/paste, ...

« i (insert), a (append), or o (open to) change to Insert Mode
2. IEAZEI\ (Insert mode) # I TFET

 keys interpreted as data in document

* Esc to change to Command Mode

2017/41
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Basic Vi Commands

eITn Command mode:

* h
*J
* k
-1
‘W
*b
- i
*esScC
*G

" 88

4

H H HF F H R B R

Left

down

up

right

SkRip a word forward

skRip a word backward
insert (go to insert mode)
back to command mode

HFEE
k= =]




More Vi Commands

Tn Command mode:

 dd
*d2d
e dw
°p

*Yyy

# delete one Line

# delete 2 Lines

# delete word

# paste (deleted or yanked item)

# "yankR" a Line (copy onto "clipboard")
# back paragraph

# forward paragraph

# repeat Last insert

# find next pattern, n: next, N: last

# find previous pattern, n: next, N: last

34



Vi Line Commands

e Tn Command mode:

°* W # save

*:q # quit

e :q! # quit without saving

 :w filename # save to another file name

e :e filename # edit another file

c:e # # back to current file

e :set nu # show Line numbers

e :set nonu # hide Line numbers

e :set ic # case-1nsensitive search

* :set noic # case-sensitive

* :%s/abc/xxx/g # replace "abc" with "xxx" globally
- SEIAFERMRGEZE | http://vim.wikia.com/wiki/Ranges

2017/4/1 Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.



Question: How do | Save & Quit?

1. :w then :qg
2. or just :wq
3.0r ZZ

36



Vim: Vi-IMproved

* New feature, including syntax highlighting
* more flexible cursor movements
c— | ToHh, §, k, 1
« Syntax highlighting, do
e :syntax on oOr :syntax
* Multiple—undo and redo
*u undo, "R redo

37



Custom Resource Files

* Resource file: ¥igsErE » IWE MERBRBEE T > DA . FHEE
* bash: .bashrc
* Vim: .vimrc

« 317 bash HI > i 2R terminal.app 3 cygwin.exe HIBER] - .bashrc
S EA (14T tesh Al .tcshre EioHEE A, ...)

« TEHIT bash BF » EFiEA bashrc AI{EFRAIES
* % source ~/.bashrc

« —Lb default BY .bashrc template :
https://gist.github.com/marioBonales/1637696

« EE1T vim B .vimrc ZcM#EA
« FRAEZAR £ xxxrc #2{ERE BENEE (rc == resource)

« 7 Unix/Linux t » FA . BISERIE R 2B IE
«E1s -a TESER

2017/41



£ .bashrc @E |:>31 2

« FlENFHT prompt
- B PST #8)

[Slighten@localhost ~]$
[Slighten@localhost ~]$ echo $PS1
[\u@\h \W]\$

« 88 H5] prompt f&T\: http://ezprompt.net/




Troubleshooting:
Cannot Type Backspace in Vim on Cygwin

 7£ Insert mode T » BJEEAREE backspace fil=
» ZEE command mode T LETTRER

* :set backspace=start,eol,indent
« (R AR B EE FRIE vimre BE4ERE

« SRR vim #3& default load .vimrc

« —1% » HEAEEERE vim #E syntax on 8§
set nu s AIAERIEEMEE T vimre #£E

- ] BMEABIAZFHY .vimrc template
(https://github.com/vgod/vimrc)

e Learn X in Y minutes — X = Vim th B LEEREHER .vimrc template
(https://learnxinyminutes.com/docs/zh-cn/vim-cn/)
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Password-less ssh (1/2)

* You need to set up ssh public/private keys.

« First, generate the public/private keys pairs by dsa or rsa algorithms on your
local machine. (only generate it once and it’ll be OK)
% ssh-keygen -t dsa # keep entering all the way
* It will generate id_dsa and id_dsa.pub in ~/.ssh/
* Next, we copy the public key to the server and append it to .ssh/authorized_keys
scp ~/.ssh/id _dsa.pub {username}@{serverlIP}:.
* Copy the public key to the server
ssh {username}@{serverIP} # log in to the server
mkdir ~/.ssh # if the directory doesn’t exist
chmod 755 ~/.ssh
cat ~/id dsa.pub >> ~/.ssh/authorized keys # append 1 to r
» append the public key to ~/.ssh/authorized_keys
% chmod 400 ~/.ssh/authorized keys
* Change mode (file permission) and make it inaccessible to others
% rm ~/id dsa.pub
» We have set up the key pairs for your computer and the proxy.

of

3R of R X

2017/4/1 Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.



Password-less ssh (2/2)

We have set up the key pairs for your computer and the proxy. Now, we need

to set up the key pairs for the proxy and ic21~ic29 (common file system)

2017/41

on proxy

% ssh-keygen -t dsa # keep entering all the way

% chmod 755 ~/.ssh/authorized keys # make it writable

% cat ~/.ssh/id dsa.pub >> ~/.ssh/authorized keys

% chmod 400 ~/.ssh/authorized keys # make it inaccessable
Done!

Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.
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Appendix: Using MobaXterm



Appendix: Using MobaXterm

*Only supported in Windows
*Just like a lightweight Cygwin on Windows

*Cannot install additional packages like
Cygwin

44



Download and Install

*Google it

2017/4/1 Copyright © 2017 CS6135 VLSIPDA. Permission required for reproduction or display.
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Open

201

P MobaXterm - O

Terminal Sessions View Xserver Tools Games Settings Macros Help

B ® « 4 * 8 M B B8 § X O X

Session  Servers Tools Games Sessions  View Split  MultiExec Tunneling Packages Settings Help X server

X mobaXterm

& Start local terminal

Quick connect... ™ o

Y \M Saved sessions

Find existing session or server name...

_Macros # Tools 3> Sessions

~

M

Welcome to MobaXterm

Press <return> to start a local terminal

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: http://mobaxterm.mobatek.net
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Edit a Session

-Click “Session” on the navigation bar.

*Click "SSH”
* Remote Host: ic21 (ic21~ic26)
* Specify username: vlsipda@1l (User account)

* Network Settings
« Connect through SSH gateway (jump host)
» Gateway SSH server: nthucad.cs.nthu.edu.tw

 User: vlsipda@1l (User account)
* OK
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Edit a Session

Session settings X
B MobaXtd o - _ - || X
Terminal S i!g @ E g % ;JEI @ “\'@ \@% 5 E &) el
¢ SSH Telnet Rsh  Xdmcp RDP  VNC FTP  SFTP  Serial File Shell Browser Mosh |y ey
. ( ©
Session  Sel ver Exit
Quick con
¥ Basic SSH settings Q
Al se NI
Remote host *|ic21 Specify username |vIS|pda01 hY Port

® Advanced SSH settings B Terminal settings @ Network settings ¥ Bookmark settings

Connect through SSH gateway (jump host)

Gateway SSH server |.cs.nthu.edu.tw Port User |visipda01| a
- 7

[] Use private key

J . A
1\ Macros # Tools 23>Sessmns N

Proxy settings (experimental)

Proxy type: Host: Login: Port: 1080 =

UNREGISTE «” OK ¥ Cancel
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P ic21 (vIsipda01) - O X

Terminal Sessions View Xserver Tools Games Settings Macros Help

B & 2 & v B ¥ B 2 » X O X ©

Session  Servers Tools Games  Sessions View Split  MultiExec Tunneling Packages Settings Help X server Exit
Quick connect... ™ azl ic21 (visipda01) %

@ & P 61350001 24770 16939 59 21:08 pts/15 :25:05 /usr/cad/cadence/EDI/cur/tools/ i
« 20E _ A fe/bin/64bit/encounter -oa22

e eI S S N6 1350001 25841 25838 0 21:50 ? :00:00 sshd: vlsipda®l@notty

o Neme 61350001 25842 25841 2 21:50 ? :00:00 tcsh -c /usr/libexec/openssh/sf

tp-server
61350001 25875 25842 0 21:50 ? :00:00 /usr/libexec/openssh/sftp-serve
r

S S NTHU CS VLSI/CAD NewS--------------------

Fdr gcc 4.8.5 on centos 5 or gcc 4.9.3 on centos 6, use command
\ “Source /tools/1linux/gnu/setup_toolkit.csh".

.Fo} loading information, use command "lab_uptime”.

.Foll platform information, use command "lab_plat".

g .
Macros ¢ Tools 5y Sessions

.Fol apply new account, please fill this sheet:
Ihttps://goo.gl/forms/KNh21Pbal8YkhQwa2
.I¥ you have any problem, please contact us:
4 cory8249@gmail.com or hsnul220toast@gmail.com

) sftp

ynopsys licenses have set!
Cadence license have set!
[vlisipda0l@ic2l ~1$ mkdir tmp
< il [v1sipda0l@ic2l ~1$ cd tmp/
[vlisipdafl@ic2l ~/tmpl$ 1s
[vlsipda0l@ic21 ~/tmpl$ i v

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: http://mobaxterm.mobatek.net

[] Follow terminal folder
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P ic21 (visipda01) - O X

Terminal Sessions View Xserver Tools Games Settings Macros Help

B & « 4 v 8 B B B2 § X O X ©

Session Servers  Tools Games Sessions  View Split  MultiExec Tunneling Packages Settings Help X server Exit

Quick connect... > @ 2.ic21 (visipda01) v %

61350001 24770 16939 59 21:08 pts/15 :25:05 /usr/cad/cadence/EDI/cur/tools/ |8
- fe/bin/64bit/encounter -o0a22
= ic21 (visipdao1) 61350001 25841 25838 0 21:50 ? :00:00 sshd: vlsipda®l@notty

- 71350001 25842 25841 2 21:50 ? :00:00 tcsh -c /usr/libexec/openssh/sf
tp-server
61350001 25875 25842 0 21:50 ? :00:00 /usr/libexec/openssh/sftp-serve

| .
[ Saved sessions

-------------------- NTHU CS VLSI/CAD NewS--------------------

.For gcc 4.8.5 on centos 5 or gcc 4.9.3 on centos 6, use command
"source /tools/linux/gnu/setup_toolkit.csh".

.For loading information, use command "lab_uptime".

.For platform information, use command "lab plat".

.For apply new account, please fill this sheet:
https://goo.gl/forms/KNh21Pbal8YkhQwa2

.If you have any problem, please contact us:
cory8249@gmail.com or hsnul220toast@gmail.com

A 4 R A
Macros ¢ Tools z\fSessmns 7N

(3 sftp

Synopsys licenses have set!

Cadence license have set!

[vlisipdafl@ic21l ~]$ mkdir tmp

[vlisipdafl@ic21l ~1$ cd tmp/

[vlsipda0l@ic2l ~/tmpl$ 1s

[vlisipda®l@ic21 ~/tmpl$ J v

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: http://mobaxterm.mobatek.net
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Comparison

* Advantages
1. Easy to learn, easy to use
2. Automatically X11 forwarding
3. Save your password(s)
4. Portable

* Drawbacks
1. For Windows only

2. Non-upgradable (You cannot install your own
packages on your local machine using yum, apt-
get, or brew), but Cygwin or Terminal.app can.
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* Learn X in Y minutes — X = Bash:
https://learnxinyminutes.com/docs/zh—tw/bash-tw/

 Learn X in Y minutes — X = Vim:
https://learnxinyminutes.com/docs/zh—cn/vim-cn/

 “Unix Guide with Vi Tutorial” by Professor Pai H. Chou
(http://m105.nthu.edu.tw/~s105062901/Myweb/teaching/pdf/unix.pdf)
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